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Fig. 1 
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Smart Card: CA in a card 



Hardware 



I/O 

channel 



Software: 



* CA programs 

* CA permit 

* Unique ID 

* Key pair or password 



Fig. 3 



4/7 



Performing a physical 
identification of the user 
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Creating digital document 



Performing encription or 
signature 



Issuing digital certificate 
or permit 
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FIG. 4 
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Forming a CA backed by a 
known authority 
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Implementing a smart card 
containing a CA on a card 
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Issuing a smart card to i 
customer 
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Customer initial identification 
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FIG. 5 
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Activating the smart card 
using SCAD 
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Adding a user's personal 
digital document 
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Generating a document with 
the information in the smart 
card and the user's personal 
document 
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Transferring the document to 
the smart card 
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FIG. 6 
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Holding a unique ID in the 
smart card 
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Receiving user's demand 
for a certificate 
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Performing user's personal 
identification 
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Creating a certificate by CA 
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Attaching a CA's permit t 
the certificate 
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FIG. 7 



